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ABSTRACT: This study was aimed at a comprehensive analysis of protection technologies for energy
facilities of critical infrastructure in Ukraine under wartime conditions. The study used a mixed-
method approach combining literature review, comparative analysis, and evaluation of national and
international data to assess protection technologies for critical energy infrastructure under wartime
conditions. As a result of the study, it was noted that in 2021, Ukraine’s energy infrastructure had
a capacity of 53.3 GW and produced 158.4 billion kWh, but after the Russian invasion in 2022,
it lost two-thirds of its capacity — by mid-2024, it totaled ~15.4 GW due to the occupation of the
Zaporizhzhia Nuclear Power Plant and the destruction of key facilities. It was established that
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modern technologies and means of protection of energy facilities played an important role in
ensuring the resilience of the energy system to physical and cyber threats, especially in the context
of hybrid warfare. It was also noted that cybersecurity, reinforced by monitoring systems integrated
with artificial intelligence, as well as technologies for data protection and network segmentation,
significantly improved the security of digital control systems, allowing resistance to sophisticated
cyberattacks. Modern technologies, particularly 3D printing, allowed for the rapid production of
spare parts for equipment, while modular transformers, compact and easy to transport, ensured the
quick restoration of energy supply. The results of the study could be used to develop and implement
comprehensive protection systems for energy facilities in Ukraine’s frontline regions, taking into
account the real conditions of combat and limited resources.

KEywoRrbDs: hybrid threats, unmanned aerial vehicles, rapid recovery, international standards, cyberattacks,
physical barriers

Introduction

The protection of energy facilities of critical infrastructure, such as power plants, substations,
and power transmission lines, was strategically important for ensuring national security, economic
stability, and the uninterrupted functioning of society — particularly in Ukraine, where, since
2022, the war had continued, accompanied by attacks on the energy system. The vulnerability
of centralized energy networks, where damage to a key facility could cause large-scale power
outages, threatened civilian life, industry, medical, and defense structures, highlighting the need
for a comprehensive approach to protection that encompassed both physical and digital aspects.

The study of modern technologies and defense strategies, adapted to the conditions of hybrid
conflict, as well as the analysis of international experience of leading countries, was critically
important for developing effective solutions that would enable Ukraine to preserve energy supply
and meet European security standards. In the global context of increasing complex threats, such
studies had universal significance, contributing to the creation of resilient energy systems capable
of withstanding contemporary challenges and ensuring societal stability.

It should be noted that the protection of energy facilities of critical infrastructure was
a multifaceted issue requiring the integration of physical, cyber, and organizational measures —
especially in the context of war in Ukraine, where physical and cyberattacks on the energy
system had become systematic.

In the work of Koval et al. (2022), organizational and technical principles of building an
engineering protection system for energy facilities were studied, and a model of second-level
fortifications for substations was proposed to increase resistance to physical attacks; however,
insufficient attention was paid to the integration of these solutions with modern digital control
systems, limiting the effectiveness under hybrid threats.

In the study by Liubovetskyi et al. (2025), emphasis was placed on ensuring the functioning of
critical infrastructure in the context of modern warfare, particularly through the decentralization
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of energy systems and the use of modular transformers for rapid recovery; however, the work
did not detail practical mechanisms for scaling these solutions in frontline regions, reducing its
applied value.

In the work of Manuilov (2023), the provision of cybersecurity for critical infrastructure
in the context of cyber warfare was analyzed, and the importance of monitoring systems for
protecting various systems from attacks was emphasized, but without sufficiently analyzing
the interaction between cyber protection and physical measures, which was critical for the
comprehensive protection of energy facilities.

As a result of the work by Volkov et al. (2023), the protection of critical infrastructure
facilities from airstrikes was studied by combining various forces and means, and a model
for integrating tools to improve the protection of substations and power plants from missile
attacks and drones was proposed; however, the economic feasibility of the proposed solutions
was not sufficiently analyzed, which complicated the large-scale implementation under limited
funding.

In the study by Lehto (2022), cyberattacks on critical infrastructure were analyzed, focusing
on the vulnerabilities of control systems; however, the work was limited to theoretical analysis
and did not offer specific practical recommendations for countries at war, such as Ukraine.
In the work by Pléta et al. (2020), cyberattacks on energy infrastructure were examined, and
case studies of attacks on electricity networks were presented, emphasizing the role of network
segmentation and international cooperation in enhancing cyber resilience; however, it did not
fully correspond to the context of the analysis, failing to account for modern hybrid threats such
as combined physical and cyberattacks, characteristic of the war in Ukraine.

As a result of the work by Kootala et al. (2023), the threats posed by drones to energy critical
infrastructure were investigated, with a focus on unmanned aerial vehicle (UAV) attacks, and the
use of anti-drone systems to neutralize threats was proposed; however, the economic efficiency
of such solutions was not analyzed, which complicated the widespread implementation under
constrained financial conditions.

In the study by Di Pietro et al. (2021), new dimensions of information warfare were analyzed,
in particular, the impact of cyberattacks on critical infrastructure, emphasizing the importance of
monitoring systems to protect critical infrastructure systems; however, the work lacked specific
examples of adapting these approaches to the context of real military conflict, reducing its
practical value for Ukraine.

In the study by Zhang and Kusrini (2021), an autonomous long-range drone detection system
for the protection of critical infrastructure was presented, with emphasis on its ability to operate
in harsh weather conditions; however, the lack of analysis of the integration of this system with
other defense means, such as electronic security or air defense, limited its effectiveness in the
comprehensive protection of energy facilities.

The aim of this work was to conduct a comprehensive analysis of the approach to the
protection of energy facilities of critical infrastructure in Ukraine under wartime conditions by
studying modern technologies and means of protection, evaluating practical experience, and
international standards. To achieve this goal, several key tasks were defined, including:
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4 analyzing modern protection technologies, including anti-drone systems, cyber protection
using artificial intelligence, decentralized energy hubs, and innovative solutions under hybrid
threats;

4 assessing Ukraine’s practical experience against international practices of countries such as
the USA, Israel, and countries of the EU to adapt advanced approaches;

4 identifying key implementation challenges and developing practical recommendations
to overcome them, contributing to the rapid recovery and long-term resilience of energy
infrastructure.

1. Materials and methods

A thorough methodology that integrated both qualitative and quantitative techniques
was used to perform the study. Qualitative methods included a systematic literature review,
analysis of case studies on attacks and recovery of energy facilities, and expert interviews
with energy operators and cybersecurity specialists. Quantitative methods included gathering
and statistically analyzing information from national and international reports on installed
capacity, infrastructure losses, energy generation, and the efficacy of protection measures.
These techniques were supported by an evaluation of operational difficulties, a comparison
with global norms, and the creation of useful suggestions for enhancing the resilience of
Ukraine’s vital energy infrastructure.

The basis of the study was the collection of data from both secondary and primary sources.
Scientific literature, particularly analytical reports from think tanks such as the Pacific Northwest
National Laboratory (2025), was used to analyze modern technologies and practices, enabling
the assessment of the capabilities of artificial intelligence, 3D printing, and other technologies.

The regulatory framework included the Decision of the National Security and Defense
Council of Ukraine “On the Organization of Protection and Ensuring the Security of the
Functioning of Critical Infrastructure and Energy Facilities of Ukraine in the Context of Military
Operations” (2023), Resolution of the Cabinet of Ministers of Ukraine No. 518 “On Approval
of the General Requirements for Cyber Defence of Critical Infrastructure Facilities” (2019), as
well as international standards ISO/IEC No. 27001:2022 “Information Security Management
Systems” (2022), the National Institute of Standards and Technology (2025), and the NIS2
Directive “Securing Network and Information Systems” (2023), which helped to analyze
regulatory approaches.

Reports from international organizations, such as the U.S. Agency for International
Development (2025), the European Union Agency for Cybersecurity (2025), and the
Cybersecurity and Infrastructure Security Agency (2021) report, provided information on cyber
threats, physical attacks, and global protection practices. Industry sources, including publications
from the Centre for European Policy Analysis, “Ukraine Teaches Europe Cyber Lessons” (Ilves,
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2025) and Eurelectric, “Cybersecurity in the Power Sector” (2025), highlighted real attack cases
and technological solutions.

Primary data included information from the National Energy Company (NEC) “Ukrenergo”
(2025), as well as an analysis of specific cases, such as response measures to the 2022-2023
attacks, gathered from open sources, including reports from the United Nations (2024), reports by
the United Nations Development Programme (2023) on the assessment of the state of Ukraine’s
energy infrastructure, and publications from Defence Express (Drone Hunters are... 2023).

The study used data on Ukraine’s energy infrastructure from 2021 to mid-2024. The year
2021 was chosen as the baseline to reflect the state of electricity generation prior to full-scale
war and installed capacity, while data from 2022 to mid-2024 capture the impacts of the Russian
invasion, including physical destruction, occupation of facilities, and cyberattacks. The reports
by NEC “Ukrenergo” (2025) and the Ministry of Energy of Ukraine (2025) were analyzed.
This period allows for a comprehensive assessment of infrastructure losses, the effectiveness of
protection measures, and the adaptation of recovery strategies under wartime conditions.

To analyze the key approaches, technologies, and standards for protecting critical energy
infrastructure from hybrid threats in the EU (Germany, the Baltic States), the USA, and Israel,
a comparative study of official documents, reports, and strategies was conducted, including the
NIS2 Directive “Securing Network and Information Systems™ (2023), European Union Agency
for Cybersecurity (2025) standards, National Institute of Standards and Technology (2020), and
Israel’s critical infrastructure protection policy (International Trade Administration 2025; The
U.S.-Israel... 2021; Tabansky 2025). The analysis focused on chosen countries as they exemplify
advanced energy protection and cybersecurity practices. They offer lessons on decentralization,
Al-based danger prediction, and active defense that might be applied to Ukraine’s wartime
situation.

To assess challenges and develop recommendations, a detailed analysis was conducted,
which helped to identify both advantages and key challenges. Quantitative analysis included
an evaluation of data on energy infrastructure losses, the effectiveness of technologies, and the
volume of international assistance. Qualitative analysis focused on interpreting case studies and
evaluating regulatory documents.

Data synthesis was carried out by categorizing by protection aspect (including active defense,
passive protection, cyber defense, physical protection, rapid recovery systems, personnel
training and coordination, and regulatory compliance), which allowed for the development
of recommendations for improving the protection of critical energy infrastructure. This
methodology ensured a structured approach to analysis, taking into account wartime constraints
such as security risks and logistical difficulties. The combination of secondary and primary
sources, as well as comparative analysis, allowed for comprehensive conclusions that reflected
both the current state of protection of Ukraine’s critical energy infrastructure and the prospects
for its improvement under hybrid threat conditions.

The analysis’s worldwide reports may be biased by geopolitical interests, institutional
funding, and methodological constraints because they reflect the organizations’ opinions and
priorities. U.S. or EU agencies may prioritize solutions that match their policies or technology
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choices, which may not apply to Ukraine’s wartime circumstances. The authors corrected these
biases by critically evaluating the reports within the conflict’s unique problems and settings,
taking local realities and practical restrictions into consideration when drawing findings.

2. Results

2.1. Impact of hybrid warfare on Ukraine’s energy infrastructure

Energy facilities form the foundation of modern society and the economy. The energy facilities
ensure the uninterrupted supply of electricity, heat, fuel, and other resources necessary for the
operation of industry, transport, healthcare institutions, and the daily needs of the population
(Stoliarov, 2024). However, in the context of military actions — especially in modern hybrid
warfare — these facilities become priority targets for attacks.

Missile strikes, drone attacks, cyberattacks, and sabotage operations are aimed at destroying
or disabling energy infrastructure, which can lead to humanitarian crises, economic collapse, and
the weakening of a country’s defense capabilities. In Ukraine, since 2022, Russian attacks on
energy infrastructure have caused catastrophic consequences: by mid-2024, the country had lost
approximately two-thirds of its electricity generation capacity before the full-scale war, which
has become one of the greatest challenges for the state during wartime (Fig. 1).
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Fig. 1. Dynamics of Ukraine’s electricity generation capacity in 2021-2024
Source: developed by the authors based on NEC “Ukrenergo” (2025), United Nations (2024), United Nations
Development Programme (2023), Defense Express (2023), Ministry of Energy of Ukraine (2025)

Rys. 1. Zmiany mocy wytworczych energii elektrycznej w Ukrainie w latach 2021-2024
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In 2021, Ukraine’s installed electricity generation capacity amounted to 53.3 GW, and
electricity production reached 158.4 billion kWh. The main sources were nuclear power (54.4%),
thermal power plants (23.5%), hydroelectric power stations (8.64%), combined heat and power
(6.4%), and renewable sources (2.2%). Since the beginning of Russia’s full-scale invasion in
2022, the energy system has suffered significant losses. In 2022, electricity production fell to
148.8 billion kWh, and generation dropped by 30% due to the occupation of the Zaporizhzhia
Nuclear Power Plant (6 GW) and damage to other facilities. In 2023, electricity production
decreased by 19.4% compared to 2022, amounting to 36.5 billion kWh from January to April.

Nuclear generation declined by 44%, hydropower by 29%, and renewables by 24%. By
mid-2024, Ukraine had lost around two-thirds of its generation capacity before full-scale
war (total losses ~22.6 GW). Notably, 100% of Centrenergo’s capacity (Trypilska, Zmiivska,
and Vuhlehirska Thermal Power Plants), 80% of combined heat and power plants, and two
hydroelectric power plants were destroyed, and the Zaporizhzhia Nuclear Power Plant remained
under occupation. Approximately 15.4 GW remained, a significant portion of which were solar
power plants, which are less efficient in winter. Thus, from 53.3 GW in 2021, by mid-2024,
capacity had fallen to around 15.4 GW, representing less than one-third of the level prior to full-
scale war.

The first and most obvious threat to the security of energy facilities is physical attacks
(United Nations, 2024; United Nations Development Programme, 2023). Precision missile
strikes, artillery shelling, and UAV attacks can destroy key elements of the energy system,
such as transformers, generators, or transmission lines. For example, massive missile attacks
on Ukrainian substations in 2022-2023 led to power outages for millions of people, especially
during winter, when energy demand increases.

Kamikaze drones, such as the Shahed-136, have become particularly dangerous due to their
low cost, quantity, and ability to strike targets at long distances. Such attacks not only destroy
equipment but also complicate rapid repairs due to a shortage of spare parts and logistical issues.
The second serious challenge is cyberattacks aimed at disrupting the operation of automated
control systems, particularly Supervisory Control and Data Acquisition (SCADA) systems.

These systems are responsible for real-time monitoring and control of energy facilities, and
the failure can cause chaotic disruptions in energy supply. In current conditions, cyberattacks
are becoming increasingly sophisticated, using artificial intelligence and social engineering
techniques to infiltrate the networks of critical infrastructure operators. Social engineering
methods, including phishing, pretexting, baiting, and impersonation, manipulate people
into disclosing confidential information or compromising security. These attacks can also be
synchronized with physical strikes, creating a combined threat.

Terrorist threats and acts of sabotage also pose a significant risk. In wartime, sabotage groups
may attempt to blow up equipment, damage gas pipelines, or disable control systems (Knapik
2017). Such actions are difficult to anticipate because of being often carried out by small groups
using improvised tools or explosives. Moreover, sabotage may be aimed not only at physical
destruction, but also at spreading panic among the population or discrediting authorities by
disrupting energy supplies.
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Cascading effects caused by the interdependence of energy system components exacerbate the
situation, as the energy infrastructure functions as a complex network where damage to one facility
can trigger a chain reaction. For example, the failure of a key substation can lead to overloads in
other parts of the network, resulting in widespread blackouts. These effects complicate recovery
efforts, since repairing one facility requires stable operation of other system components.

In Ukraine, cascading outages became a notable issue during mass attacks on the energy
system between 2022 and 2024, when damage to several critical facilities caused prolonged
blackouts across entire regions (United Nations 2024). Limited resources also significantly
complicate the protection and recovery of energy facilities, as access to materials, equipment,
and qualified specialists is often restricted during wartime.

Supply chains are disrupted by hostilities, and funding for the protection of critical
infrastructure competes with other military needs. Rapid restoration of damaged facilities requires
resources and coordination between state agencies, private energy operators, and international
partners.

2.2. Passive protection strategies for Ukraine’s critical energy
infrastructure

Passive protection of critical energy infrastructure is one of the key strategies for ensuring
its security in combat conditions (United Nations Development Programme 2023). It involves
the use of engineering and structural solutions aimed at minimizing damage from aerial, ground,
or sabotage attacks without employing active countermeasures such as air defense systems or
electronic warfare.

The main goal of passive protection is to create physical barriers capable of withstanding
or reducing the impact of blast waves, shrapnel, drone strikes, or other threats, preserving the
functionality of critical equipment. In Ukraine, passive protection has become an integral part of
the energy system’s resilience strategy. The main means of passive protection actively used to
safeguard energy facilities are discussed below.

Concrete protective structures are among the most common and reliable means of passive
protection. Since March 2023, large-scale construction of second-level concrete fortifications
began in Ukraine for key energy facilities, including 22 substations and 63 autotransformers
across 14 regions (United Nations Development Programme 2023; Drone Hunters are... 2023;
Ministry of Energy of Ukraine 2025).

These structures are designed to protect against missile shrapnel, blast waves, and partial
direct impacts. Concrete constructions and fortifications usually consist of massive walls or
full-scale bunkers surrounding critical equipment (Babak et al. 2021). The constructions can
withstand significant loads, allowing substations to remain operational even after massive
missile strikes. In some cases, concrete structures are reinforced with sand or earth embankments
to further absorb blast energy and reduce the risk of damage.

142



Modular shelters are another innovative passive protection solution (Pshemyska 2024;
Pyshkin 2024; Ismanzhanov and Tashiev 2016). These quick-to-install structures are designed to
protect individual equipment components from kamikaze drones and missile shrapnel. Modular
shelters are made from high-strength materials such as steel, composite panels, or reinforced
concrete and can be installed within days, which is critical in wartime (Kubiczek et al. 2023;
Marignetti et al. 2023).

The advantage lies in the mobility and adaptability: the shelters can be quickly dismantled,
relocated, or modified as needed. In Ukraine, such shelters are actively used to protect high-
voltage transformers — some of the most expensive and vulnerable components of the energy
system (Skochko et al. 2024). Following attacks on substations in 2022-2023, where transformer
damage caused prolonged power outages, modular shelters began to be installed as a temporary
measure until permanent concrete structures could be completed.

Anti-drone nets and barriers play an important role in defending against small UAV carrying
explosives, such as First Person View (FPV) drones or commercial quadcopters repurposed for
attacks. These nets, made from high-strength synthetic materials or metal alloys, are installed
over critical areas of energy facilities, such as transformer yards or fuel depots. The nets can
stop drones or trigger premature detonation of explosives, significantly reducing the risk of
equipment damage.

In Ukraine, anti-drone nets became widely used following a rise in kamikaze drone attacks,
which posed a serious threat to energy infrastructure. These barriers are a cost-effective solution
as the installation requires relatively low capital investment, yet the effectiveness against cheap
UAVs is high. In some cases, nets are reinforced with metal plates or other protective elements
to improve resistance to shrapnel.

Passive protection also includes additional engineering solutions such as protective
screens, blast-resistant window films in control rooms, and reinforced equipment foundations
(United Nations Development Programme 2023). For example, blast-resistant films can
prevent glass from shattering in control buildings, protecting personnel and monitoring
systems from harm.

Foundation reinforcement allows equipment to withstand vibrations from explosions, which is
particularly important for sensitive components such as turbines or high-voltage circuit breakers
(Ismanzhanov et al. 2012). Although less large-scale than concrete structures, these measures
play an important role in the comprehensive protection of facilities. The implementation of
passive protection measures in Ukraine has yielded results through the construction of second-
level fortifications, but faces several challenges. First, the construction of concrete fortifications
and modular shelters requires substantial financial and material resources, which are limited
during wartime. Second, the speed of deploying such measures often lags behind the pace of
attacks, necessitating optimization of logistics and construction processes. Third, coordination
between state authorities, private energy operators, and international partners is needed to ensure
timely funding and supply of materials. Despite these difficulties, passive protection remains
a critically important element of the energy facility protection strategy, ensuring resilience to
physical threats and supporting rapid recovery after attacks.
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2.3. Active protection measures for Ukraine’s critical energy infrastructure

Active protection of critical energy infrastructure, in turn, involves the use of technologies
and systems capable of detecting, neutralizing, or destroying threats in real time, such as missile
strikes, UAV attacks, or sabotage. Unlike passive protection, which focuses on fortifying
facilities, active protection aims to prevent enemy assets from striking the targets or to neutralize
them before impact. In modern military conflicts — particularly the Russia-Ukraine war — active
protection plays a key role in ensuring the security of energy facilities.

In Ukraine, where energy infrastructure has faced systematic attacks since 2022, air defense
systems, interceptor drones, and electronic warfare tools are actively used. These technologies
effectively counter both precision missiles and low-cost kamikaze drones, protecting critical
facilities and minimizing the risk of power outages. Table 1 provides a detailed analysis of case
responses to attacks on Ukraine’s critical infrastructure.

Air defense systems formed the basis of the active protection of energy-related critical
infrastructure from aerial threats. Localized air defenses, such as surface-to-air missile systems
or mobile fire teams, were deployed to protect key sites from missile strikes and UAV attacks.
In Ukraine, the Armed Forces of Ukraine and the National Guard actively used such systems to
shield energy infrastructure. For example, anti-aircraft complexes such as the S-300, Patriot, or
NASAMS were capable of intercepting ballistic and cruise missiles, which posed a serious threat
to large power plants and substations. To counter drones, mobile fire teams equipped with man-
portable air defense systems, such as “Igla” or “Stinger”, as well as machine guns and cannons,
were widely used. In addition, local air defenses were complemented by early warning systems,
such as radar, which provided timely responses to threats.

Interceptor drones represented an innovative solution for countering hostile UAVs, especially
low-cost kamikaze drones widely used to attack energy infrastructure (United Nations 2024;
United Nations Development Programme 2023; Drone Hunters are... 2023). These specialized
drones were equipped with capture systems (e.g., nets) or destruction mechanisms (laser or
kinetic devices) and were capable of responding swiftly to threats within a limited radius.

In Ukraine, interceptor drones began to be actively developed and used from 2023, when
a sharp increase in drone attacks necessitated cost-effective solutions. Such drones could
autonomously detect targets using thermal imagers or radar and neutralize targets through
direct collision or by dropping small explosive devices. For example, Ukrainian designs
featuring integrated nets or electromagnetic pulses demonstrated high effectiveness against
commercial quadcopters repurposed for attacks. The advantage of interceptor drones lies in
the mobility, lower cost compared to traditional air defense systems, and the ability to operate
in environments where the deployment of large missile systems was impractical. The drones
were particularly useful for defending against low-flying drones that were difficult to detect
using conventional radar.
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2.4. Electronic warfare and Al-based cybersecurity for protecting
Ukraine’s energy infrastructure

Electronic warfare played a critically important role in neutralizing drones and guided
missiles that relied on radio frequency control or Global Positioning System navigation (United
Nations Development Programme 2023). Electronic warfare systems created electromagnetic
interference that disrupted the connection between the drone and its operator, causing it to lose
orientation or crash prematurely. In Ukraine, electronic warfare devices were actively deployed
to protect energy facilities from UAV attacks. For example, portable electronic warfare systems
such as “Bukovel-AD” or “Nota” were capable of tracking signals at distances of up to 100
kilometers and jamming signals within a radius of up to 20 kilometers, thereby effectively
neutralizing drones before the drones could reach the target. In addition, electromagnetic guns
were being developed to generate powerful pulses that could disable the electronics of hostile
UAVs. Such systems proved especially valuable during mass attacks, when dozens of drones
were launched simultaneously, as the systems allowed multiple targets to be affected at once.

In 2024, Ukraine began integrating electronic warfare systems with monitoring systems
combining acoustic sensors and radar to accurately detect drones, significantly improving defense
effectiveness (Costanzo et al. 2024). Integration and automation were also important aspects of
modern active defense systems. To enhance the effectiveness of air defense, interceptor drones,
and electronic warfare, these systems were integrated into a single network comprising radars,
acoustic sensors, thermal imagers, and software for coordination.

In Ukraine, early warning systems combining radar data with acoustic sensors were employed
to detect drones at distances of several kilometers. This data was transmitted to fire teams or
electronic warfare systems, enabling a rapid response to threats. Automated platforms, such
as battle management systems, were also used to synchronize the actions of various defense
assets — particularly critical during mass attacks, when dozens of drones or missiles might be
involved simultaneously (Nikitin 2025). An important factor that also required attention was
the increasing dependence of critical energy infrastructure facilities on digital control systems,
particularly automated SCADA systems, which ensured real-time monitoring and management
(Cybersecurity and Infrastructure Security Agency 2021; Ilves 2025; Cybersecurity in the...
2025).

Although this digital transformation improved operational efficiency and flexibility, it also
rendered these facilities vulnerable to cyberattacks that could disrupt energy supply, cause
economic losses, or even threaten national security. In Ukraine, since 2022, Russian cyberattacks
on the energy infrastructure have become part of hybrid warfare, making cybersecurity one of
the critically important elements of national security.

Modern cybersecurity technologies — including artificial intelligence (AI), machine learning,
network segmentation, and the implementation of international standards — enabled effective
responses to cyberthreats. These technologies and the application for protecting critical energy
infrastructure facilities were considered in detail below (Kravchuk et al. 2024).
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Artificial intelligence and machine learning played a leading role in modern cybersecurity for
energy facilities, allowing for prompt detection and response to threats in the context of rapidly
evolving cyberattacks (Cybersecurity and Infrastructure Security Agency 2021; Ilves 2025;
Cybersecurity in the... 2025). Al was used to monitor anomalies in the operation of SCADA
systems, which formed the basis of digital control for energy facilities. Unusual login attempts,
unexpected orders, or departures from standard operating procedures are examples of suspicious
patterns that set off alarms for prompt cybersecurity team response. Among the mitigation
strategies were patch deployment, multifactor authentication, automatic isolation of impacted
network parts, and incident response procedures coordinated with both domestic and foreign
partners (Shchuka 2025). Even with these precautions, there are still systemic weaknesses,
especially in old software, obsolete technology, and staff members’ inability to handle concurrent
multi-vector attacks. Furthermore, the risks of coordinated hybrid attacks, which mix physical
and cyberattacks, cannot be completely eliminated by integrating Al, leaving vital infrastructure
vulnerable to highly skilled adversaries.

Machine learning, in turn, enabled protection systems to adapt to new and constantly evolving
threats. Machine learning algorithms were trained on historical data about cyberattacks, allowing
for the forecasting of potential vulnerabilities and automatically updating protective mechanisms.

Cyberattacks on Ukraine’s energy system demonstrated the seriousness of the threats
(Chaika 2023; Grigorska 2023). For example, on October 10-12, 2022, the Russian hacker
group Sandworm launched cyberattacks on SCADA substation control systems, exploiting
vulnerabilities to disable automatic breakers. These attacks coincided with massive missile
strikes on the energy infrastructure on October 10, 2022, intensifying the effect.

The hackers had infiltrated the system back in June 2022, carefully studying its weak points,
which led to unplanned power outages in several regions and complicated the functioning of
critical infrastructure, including water supply and heating. The combination of cyberattacks and
physical strikes resulted in temporary blackouts that affected thousands of consumers (Telbayeva
et al. 2023).

Another example was the December 2021 attack on the control systems of NEC “Ukrenergo”.
Hackers linked to Russian special services conducted a targeted attack on Ukrenergo’s automated
process control systems, attempting to disable substations in several regions. The attack used
malicious software to disrupt the functioning of SCADA systems, which could have caused
power outages. This attack was considered a preparatory stage for a broader campaign preceding
the full-scale invasion of 2022.

Although the attack was detected before it caused significant disruptions, it exposed
vulnerabilities in the cybersecurity systems, in particular, inadequate network segmentation
and outdated software. This was why Al-based systems were actively implemented to protect
key facilities, including through cooperation with international partners such as the USA and
the EU.
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2.5. Decentralization, Al, and international lessons for resilient energy
infrastructure in Ukraine

One of the fundamental cybersecurity approaches that enabled minimization of cyberattack
propagation in the event of a breach was network segmentation. This method involved dividing
a facility’s digital infrastructure into isolated segments, each with its own protection mechanisms
and limited access to other network parts. For instance, SCADA control networks were separated
from administrative networks used for office tasks to prevent malware intrusion via less secure
entry points, such as email or staff workstations.

Modern energy operators, suchas NEC “Ukrenergo”, actively applied segmentation, combining
it with other measures such as data encryption and multifactor authentication. It should be noted
that international standards and regulatory frameworks played a key role in systematizing and
improving the level of cybersecurity for energy facilities. The introduction of standards ISO/IEC
No. 27001:2022 “Information Security Management Systems” (2022) and the National Institute
of Standards and Technology (2025) helped create comprehensive protection systems covering
all aspects — from risk assessment to incident response. These standards included regular audits,
vulnerability testing, and personnel training, which were particularly important in the context of
increasing cyberattack complexity. In Ukraine, the cybersecurity of critical energy infrastructure
facilities was also regulated by national rules, particularly the Resolution of the Cabinet of
Ministers of Ukraine No. 518 “On Approval of the General Requirements for Cyber Defence
of Critical Infrastructure Facilities” (2019). These requirements set out mandatory measures for
critical infrastructure operators, including monitoring system implementation, critical network
isolation, and coordination with state bodies such as the State Special Communications Service.
In addition, Ukraine cooperated with NATO and the European Union Agency for Cybersecurity
to adapt the world’s best practices to local conditions.

Decentralization and reserve capacity of energy systems also remained important elements
in ensuring the resilience of Ukraine’s critical infrastructure under combat conditions
(United Nations Development Programme 2023). Decentralized small distribution systems —
including small power stations, solar panels, wind turbines, and battery storage systems—enabled
the creation of local energy hubs that provided backup power to critical facilities such as
hospitals, military bases, or command centers, even in cases where the main grid was damaged
(Voitenko and Polishchuk 2025). Reserve schemes, such as duplicate transmission lines and
protected control points, were developed in parallel to bypass damaged sections of the network.
Mobile energy units, including portable generators and compact transformers, played a key
role in the rapid restoration of power supply (Hotra et al. 2024; Golub et al. 2018; Langella et
al. 2016).

After the attacks during the winter of 2022-2023, the EU and the United States delivered
hundreds of such devices to Ukraine, which helped to promptly restore electricity supply to
hospitals and water utilities in affected regions. These measures significantly reduced the
vulnerability of the energy system to attacks, but the implementation was hindered by limited
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financial resources, logistical challenges, and the need for coordination between government
bodies, private operators, and international partners.

Innovative materials and technologies additionally played an important role in enhancing
resilience and accelerating the restoration of Ukraine’s critical energy infrastructure — especially
in conditions where damage to equipment caused by missile and drone attacks became a systemic
issue. One of the most promising solutions was 3D printing, which enabled the production of
spare parts for energy equipment directly on site, significantly speeding up repair operations.

In Ukraine, logistics chains were frequently disrupted by military operations, and access to
imported components was limited, making 3D printers an effective tool for quickly reproducing
complex parts from metal, plastic, or composite materials — reducing facility downtime from
weeks to hours. For example, in 2023, Ukrainian energy companies began using industrial 3D
printers to manufacture spare parts for damaged substations, supported by international partners
(Babak and Kulyk 2023).

Another important solution was modular transformers, which were characterized by
compactness, ease of transport, and quick installation, making the transformers ideal for
replacing damaged units in combat zones. Unlike traditional transformers, which could weigh
dozens of tonnes and require complex logistics, modular transformers could be transported by
truck and installed within a few hours, which was critical for restoring electricity in affected
regions (Ashirbaev 2021; Ashirbaev et al. 2023).

In Ukraine, such transformers had been actively used since 2022 as part of humanitarian
deliveries from the EU, which included hundreds of compact units to replace those destroyed by
Russian strikes. In particular, the supply of modular transformers was carried out by Lithuania,
Latvia, Estonia, Poland, and Germany. For instance, Lithuania delivered dozens of compact
transformers for substations in 2022, and Poland coordinated the logistics for the delivery of
hundreds of units through its warehouses under the EU4Energy program (International Energy
Agency 2025). In total, between 2022 and 2023, approximately 1,800 transformers of varying
capacity were delivered by EU countries, a significant portion of which were modular models.

A critical initiative was the Decision of the National Security and Defense Council of Ukraine
“On the Organization of Protection and Ensuring the Security of the Functioning of Critical
Infrastructure and Energy Facilities of Ukraine in the Context of Military Operations” (2023),
which defined a comprehensive approach to strengthening the protection of critical infrastructure
facilities. This document provides for multilayered protection, including engineering solutions
such as the construction of concrete fortifications and modular shelters to safeguard substations
and transformers from missile strikes and kamikaze drones. This was a direct response to the
massive attacks of 2022-2023 that caused prolonged blackouts.

Anti-drone systems — including nets, electronic warfare devices, and interceptor drones —
were being actively deployed to neutralize UAVs. Backup energy supply — including portable
generators and modular transformers — became critically important for the rapid restoration
of electricity after strikes. The modernization of critical infrastructure object categorization
methodologies, as provided for in the decree, aimed to clearly define protection priorities, which
made it possible to optimize resource distribution. For example, in 2023, the classification of
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facilities was revised to include small distributed energy sources, such as solar panels, in the
critical infrastructure list — thereby contributing to decentralization. These initiatives, supported
by international partners, demonstrated Ukraine’s progress in building a resilient energy system.
However, the implementation was complicated by limited finances, a shortage of specialists, and
the need for rapid adaptation to constantly evolving new threats.

International experience and standards for the protection of critical energy infrastructure also
influenced the formation of Ukraine’s strategies, as the country adapted advanced approaches
to counter threats in wartime conditions and integrate into European energy markets. The key
approaches, technologies, and standards used in other countries to counter hybrid threats were
presented in Table 2.

TaBLE 2. Key approaches, technologies, and standards used in other countries to counter hybrid

TABELA 2. Gtowne strategie, technologie i normy stosowane w innych krajach w walce z zagrozeniami

hybrydowymi
C / Basi h . . .
oul'ltry S ro?c e Technologies and solutions Standards and directives
region to protection
EU The concept of infrastructure Distributedvene~rgy somjces NIS2 Pirective, European
e . (solar and wind installations) Union Agency for
(Germany, resilience, emphasis on .
. L to reduce dependence on Cybersecurity standards for
Baltic decentralization of energy .
. large power plants; network mandatory cybersecurity and
countries) systems and cyber defense . . .
segmentation for cyber defense network protection audits
Al systems (e.g., Pacific
Northwest National
Using Al to predict attacks, Laboratory) to prefii.c't SCADA National Institute of Standards
system vulnerabilities with and Technology SP 800-53 for
USA modular power systems for . .
. up to 98% accuracy; mobile cybersecurity, FEMA standards
rapid recovery . .
generators and compact for physical security
transformers for disaster
recovery
Iron Dome air defense system
Ad d def inst int ts up to 90% of
dvanced defense agains '(1n. ercepls up to % 0 Own standards for
missile and drone attacks, missiles); electronic warfare .
Israel . . . . cybersecurity (INACS) and
emphasis on active defense and | systems for jamming Global . .
. s physical security
electronic warfare Positioning System and drone
radio signals

Source: developed by the authors based on NIS2 Directive “Securing Network and Information Systems” (2023),
European Union Agency for Cybersecurity (2025), National Institute of Standards and Technology (2020), International
Trade Administration (2025), The U.S.-Israel Cybersecurity (2021), Tabansky (2025), Pacific Northwest National
Laboratory (2025).

These examples demonstrate how international experience and standards can be adapted by
Ukraine to create a resilient energy system capable of withstanding hybrid threats. Ukraine has
already effectively incorporated a number of the lessons learned from the global models shown
in Table 2, especially with regard to decentralization and quick energy system recovery. Ukraine
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has adopted small-scale solar panels, wind turbines, and battery storage systems to establish
local energy hubs that can independently power vital facilities, like hospitals and military bases,
even in the event that the main grid is disrupted. This initiative was motivated by the EU’s
emphasis on distributed energy sources. Using the USA as a model, Al-based monitoring systems
have been implemented to anticipate and identify assaults on SCADA networks, facilitating
improved emergency intervention coordination and quicker threat responses. Israel’s emphasis
on electronic warfare and active defense has influenced the deployment of interceptor drones,
electronic jamming devices, and anti-drone systems to counter UAV threats.

In reality, these modifications differ from the original models because of Ukraine’s resource
limitations and wartime situation. The US and EU methods are predicated on a solid infrastructure
and a wealth of resources, but Ukraine has modified these strategies to function in the face of
ongoing attacks, scarce finances, and disrupted supply chains. Due to personnel constraints, Al
monitoring systems are merged with manual oversight, decentralized energy hubs are smaller
and can be deployed more quickly than their EU counterparts, and active defense systems are
frequently transportable and modular rather than permanent installations like Israel’s Iron Dome.
These changes demonstrate a practical, situation-specific methodology that strikes a balance
between the operational realities of a nation engaged in hybrid warfare and the theoretical
advantages of international models.

2.6. Challenges and strategic recommendations for protecting Ukraine’s
energy infrastructure

It should be emphasized that the implementation of innovative technologies for the protection
of energy-related critical infrastructure in Ukraine faces significant challenges that hinder the
rapid and effective deployment of modern solutions. Table 3 presents the main challenges,
describing the nature as well as the impact on the implementation of technologies.

Thus, the analysis of existing challenges demonstrated that the successful implementation
of innovative technologies for the protection of energy-related critical infrastructure in Ukraine
requires a systematic approach that combines financial support, personnel training, rapid response,
and effective coordination. Based on the conducted analysis, recommendations for strengthening
the energy system to ensure resilience and rapid recovery after attacks were proposed and are
presented in Figure 2.

Strengthening physical protection remained a top priority, as energy facilities continued
to be primary targets of missile and drone attacks. The expansion of second-tier concrete
fortifications, which began in Ukraine in 2023, had to be scaled up to cover all key critical
infrastructure facilities, including small distribution stations. These structures, reinforced with
rebar frameworks, provided protection against shrapnel and blast waves, reducing the risk of
damage. At the same time, it was necessary to increase the deployment of anti-drone systems
such as nets, electronic warfare complexes, and mobile fire units with man-portable air defense
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TaBLE 3. Challenges of implementing innovative technologies for protecting energy facilities
of the critical infrastructure

TABELA 3. Wyzwania zwigzane z wdrazaniem innowacyjnych technologii stuzacych ochronie obiektow
energetycznych infrastruktury krytycznej

Challenge Description Influence

The implementation of technologies such as Al,

. o Delays in the depl t of mod
electronic warfare, 3D printing, or modular systems lays Il e deployment o modein

Financing . .. L . systems, dependence on international
requires significant capital investments, which are .
. Lo . assistance
limited due to war and economic difficulties
The lack of cybersecurity specialists, engineers for
working with electronic warfare, Al, or 3D printers Limited ability to use technology
Staff shortage . . . . .
complicates the operation and maintenance of effectively, risk of errors

systems

Constant attacks require instant deployment of
Response speed | technology, but logistics and bureaucracy slow down
the process

Increased downtime after attacks, risk of
blackouts

The lack of clear interaction between government
Coordination agencies, critical infrastructure operators, and
international partners reduces efficiency

Inefficient use of resources, duplication
of efforts, delays in funding

Source: developed by the authors based on United Nations (2024), United Nations Development Programme (2023).

systems to neutralize Shahed-136. To implement this, additional funding through the state budget
and international grants was required, as well as the simplification of logistical procedures for the
rapid deployment of equipment in combat zones.

Cybersecurity development was critically important due to the growing dependence of energy
facilities on digital control systems such as SCADA, which were vulnerable to cyberattacks. The
implementation of Al-based monitoring systems capable of detecting network traffic anomalies
and forecasting attacks could significantly improve security. After the 2022-2023 attacks,
Ukraine had already begun cooperating with the United States to integrate such systems, but the
use had to be extended to all critical infrastructure facilities.

Compliance with international standards ISO/IEC No. 27001:2022 “Information Security
Management Systems” (2022) and the Cybersecurity Framework of the National Institute of
Standards and Technology (2025), along with national regulations, would ensure a systematic
approach to protection, including network segmentation and regular audits. This required
investment in software, the establishment of cybersecurity centers, and partnerships with
organizations such as the European Union Agency for Cybersecurity to adapt European practices.

Decentralizing the energy system was a strategic move to reduce vulnerability to attacks,
as the failure of a single facility in a centralized system could result in a regional blackout.
Investment in small distribution systems such as solar panels, wind turbines, and battery storage
would allow the creation of local energy hubs capable of autonomously powering critical
facilities like hospitals or military bases.
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Strengthening physical protection — expanding the construction

of fortifications and the installation of anti-drone systems.

Developing cyber defense — implementing Al-based monitoring systems

and international standards.

Decentralization — investing in small distribution systems and backuping

energy sources.

in Ukraine

International cooperation — activating the exchange of experience
with NATO, the EU, and the USA.
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Fig. 2. Recommendations for the protection of critical infrastructure energy facilities in Ukraine
Source: developed by the authors

Rys. 2. Zalecenia dotyczace ochrony obiektow infrastruktury energetycznej o znaczeniu krytycznym w Ukrainie

Programs such as the U.S. Agency for International Development (2025) already supported
such initiatives, but the scale had to be increased, especially in frontline regions. Backup energy
sources, including modular transformers and mobile generators supplied to Ukraine by the EU
and US after the 20222023 attacks, had to be integrated into a unified rapid response system
(International Energy Agency 2025). This required the development of a national decentralization
strategy, involvement of the private sector, and financing through international funds.

In turn, international cooperation was fundamental for the rapid implementation of advanced
technologies and practices. Strengthening experience-sharing with NATO, the EU, and the US
could accelerate the adoption of solutions such as the EU’s resilience concept, Al-based attack
prediction systems from the US, or Israeli anti-drone technologies (electronic warfare and air
defense systems like the “Iron Dome”). Initiatives, including joint exercises, technical assistance,
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and equipment deliveries, needed to be expanded. The creation of coordination centers with
partners would optimize resource allocation and prevent inefficient use.

Training personnel was critical for the effective use of complex technologies, as the
shortage of specialists in cybersecurity, electronic warfare engineering, or 3D printing limited
the application. Establishing national training programs, for instance, in cooperation with
universities and international organizations, would enable the preparation of specialists to
operate Al systems, electronic warfare complexes, and modular energy units. Short-term courses
supported by partners could quickly enhance the qualifications of critical infrastructure operators.
In the long term, it was necessary to invest in educational programs in cybersecurity and energy
engineering to create a workforce capable of responding to modern threats.

The launch of training centers in 2023 for operating electronic warfare systems had already
shown positive results, but the number and coverage required expansion. The implementation of
these recommendations demanded a comprehensive approach, combining national efforts with
international support.

Strengthening physical and cyber protection would ensure immediate resilience to attacks,
while decentralization and backup solutions would form the basis for long-term security.
International cooperation and personnel training would address gaps in resources and
qualifications, enabling Ukraine not only to withstand current threats but to build a modern
energy system integrated into European standards.

3. Discussion

As a result of this study, it was established that the means of physical protection for energy
critical infrastructure facilities in Ukraine — which include both active (local air defense systems,
electronic warfare complexes, anti-drone nets, acoustic sensors, mobile fire units with man-
portable air defense systems) and passive (second-level concrete fortifications, underground
facilities, backup power lines) measures — proved effective in neutralizing physical threats,
including Shahed-136 UAVs and missile attacks.

In the study by Pietrek (2022), multi-component anti-drone systems were examined, including
radars, laser effectors, and electronic warfare, aimed at active critical infrastructure protection,
but with insufficient attention paid to passive measures such as fortifications, which are critically
important for comprehensive protection in wartime conditions, where economic constraints
necessitate a combination of active and passive methods. The article by Zmystowski et al. (2023)
focused on the integration of electronic warfare with high-tech radars for active drone protection,
which aligns with this study’s findings on the need for a combined approach but ignores passive
measures, which were identified as key to power system resilience during intensive attacks.

In the study by Park et al. (2021), a review of anti-drone systems using electronic warfare,
acoustic, and infrared sensors for active protection was conducted, which is consistent with this
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study’s conclusions, but it did not consider passive solutions, which were deemed important for
defense against attacks. The work by Piekarski et al. (2025) analyzed hybrid UAV threats with
cyber elements and proposed Al for effective attack forecasting, which partially coincides with
the idea of integrating active means, but did not cover passive measures, which in this study were
defined as essential for protection against physical damage. The study by Dudenhoeffer (2020)
highlighted the effectiveness of early warning through sensor networks for active drone defense,
in line with this study’s conclusions, but did not account for passive fortifications, which are an
essential part of protection in wartime conditions.

The article by Linger et al. (2021) emphasized the role of underground fortifications as
passive defense, which fully aligns with this study’s recommendations, but did not include an
analysis of active means, which are necessary for a comprehensive approach. The study by
Lukasiewicz (2020) focused on the protection of nuclear facilities through air defense and
physical fortifications, which coincides with this study’s conclusions regarding combining active
and passive means, but did not consider flexibility and speed of deployment, which are crucial
under wartime conditions in Ukraine. Thus, this study stands out for its comprehensive approach
covering both active and passive means of physical protection adapted to the wartime context in
Ukraine, while the cited works partially align with the conclusions but focus either on active or
passive measures, offering less flexible or more theoretical solutions.

In the course of this study, it was determined that the cyber protection of energy critical
infrastructure facilities — based on the implementation of Al-based monitoring systems, network
segmentation, ISO/IEC No. 27001:2022 “Information Security Management Systems” (2022),
and rapid incident response — may effectively reduce vulnerability to cyberattacks, although it
requires adaptation to hybrid threats that combine cyber and physical attacks. In the study by
Alcéantara Suarez and Monzon Baeza (2023), the role of machine learning in defense systems
was emphasized, particularly for cyber threat forecasting, which aligns with the conclusions
regarding Al monitoring but focuses on general defense applications with less detail on the
specifics of the energy sector.

The work by Govea et al. (2024) demonstrated the high effectiveness of Al in energy-critical
infrastructure cyber defense, particularly through big data analysis to detect anomalies, which
confirms the findings of this study but does not consider practical constraints such as resource
shortages in Ukraine. In the study by Chehri et al. (2021), risk assessment models for smart grids
using big data and Al were proposed, consistent with conclusions on the importance of predictive
analytics, but ignoring hybrid threats, which are critical in the Ukrainian context due to combined
physical and cyberattacks. The study by Ojo et al. (2024) focused on innovative solutions such
as blockchain and Al for protection against cyber-physical attacks, partially aligning with this
study’s recommendations, but less adapted to the military conditions characteristic of Ukraine.

The work by Alqudhaibi et al. (2023) presented a proactive approach to cyber threat
forecasting based on attacker motivations, complementing the conclusions on Al monitoring,
but the focus on Industry 4.0 limits applicability to energy systems; standards like ISO/IEC were
also emphasized. The study by Wisniewski et al. (2022) systematically analyzed the impact of
Industry 4.0 on critical infrastructure security, highlighting the role of Al, partially aligning with
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this study’s conclusions but not accounting for the specifics of hybrid warfare, which is central
to this study.

The research by Yu et al. (2021) focused on identifying threats in industrial IoT using deep
learning, confirming Al effectiveness in cyber defense, but with less emphasis on integration
with physical measures, which was deemed essential for Ukraine due to frequent missile attacks.
Thus, this study is distinguished by its focus on practical adaptation of cyber protection to
wartime conditions, combining Al with economically viable solutions and attention to hybrid
threats, whereas the cited works partially align with the conclusions but offer less contextually
adapted solutions. This study also noted that innovative technologies — particularly 3D printing
for producing spare parts for energy equipment and modular transformers for rapid power
restoration — play an important role in improving the resilience of energy critical infrastructure,
allowing for reduced repair time, although large-scale implementation still requires integration
into logistics networks.

In the study by Khan and Koc (2024), the energy efficiency of 3D printing for producing
protective materials for critical infrastructure was highlighted, which aligns with the study’s
findings on rapid component fabrication but with a focus on protective materials rather than
energy equipment, whereas this study examined the use of 3D printing for transformers and
turbines under wartime conditions. The work by Budzik et al. (2022) analyzed the possibilities
of 3D printing for critical infrastructure, particularly for spare parts and modular structures, fully
confirming this study’s results, but without considering the military context where speed and
mobility are critically important.

The study by Soldatos et al. (2020) proposed integrated cyber-physical protection, including
modular technologies for rapid restoration, partially coinciding with this study’s conclusions
but with an emphasis on cyber protection, limiting the analysis of physical innovations, which
are also important. In the study by Qudus (2025), modular systems were described as the
foundation for critical infrastructure resilience against cyber-physical threats, aligning with the
results of this study, but without detailing 3D printing, which is promising for local production.
The study by Topor (2023) focused on electronic warfare as an innovative technology, ignoring
3D printing and modular transformers, which differ from the comprehensive approach of this
study, where these technologies were considered for restoration. The work by Patragcu (2021)
analyzed the impact of IoT on critical infrastructure protection, which is less relevant to this
study’s conclusions about the central role of 3D printing and transformers in wartime.

In the study by Papadopoulos et al. (2024), an integrated approach to protection from cyber-
physical threats was proposed, including modular technologies, which aligns with the results
of this study, but the focus on the European context is less adapted to the extreme conditions
of war than the practical recommendations in this research. Thus, this study is characterized by
its emphasis on the practical use of 3D printing and modular transformers in Ukraine’s wartime
context, whereas the cited works partially align with the findings but focus on broader or less
specific applications, overlooking the unique challenges of war.

Therefore, the analysis of this study’s results in conjunction with those of the cited
works highlighted the importance of a comprehensive approach to protecting energy-critical
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infrastructure facilities that combines physical protection, cybersecurity, and innovative
technologies. These studies point to the need for adapting modern solutions to specific
conditions, such as wartime, where speed of implementation and economic viability are
critically important. This approach not only enables effective counteraction to hybrid threats
but also ensures rapid recovery of the power system after attacks, which is essential for
maintaining societal functioning under wartime conditions.

Conclusions

As a result of this study, it was established that protecting energy-critical infrastructure
facilities in Ukraine is a complex task requiring a combination of innovative technologies,
international experience, strategic planning, and rapid response in wartime. It was noted that
in 2021, Ukraine’s electricity generation capacity stood at 53.3 GW, and electricity production
reached 158.4 billion kWh. Since February 2022, when Russia began systematic attacks on
energy infrastructure, Ukraine has lost about two-thirds of its generation capacity before
full-scale war (down to ~15.4 GW by mid-2024), highlighting the critical need for resilient
solutions.

The study highlighted key aspects of protecting energy critical infrastructure in Ukraine,
emphasizing the effectiveness of active protection, cyber defense, decentralization, and
innovative technologies in ensuring energy system resilience under wartime conditions. It was
found that active protection shows high effectiveness in neutralizing threats such as Shahed-136
UAVs and missiles due to the deployment of local air defense systems, electronic warfare
(notably “Bukovel-AD” complexes), and anti-drone technologies, including mobile fire units
and interceptor drones.

Cyber protection, supported by Al-based monitoring systems capable of detecting anomalies
in SCADA systems with high accuracy, plays a critical role in countering cyberattacks,
ensuring the security of digital control systems and the resilience to complex threats. Modern
technologies, particularly 3D printing and modular transformers, revolutionize recovery
processes: 3D printers allow rapid production of spare parts for equipment, and compact
modular transformers, easily transportable and installable, ensure quick restoration of power
supply after attacks.

International experience from the EU, USA, and Israel offers resilience models that Ukraine
is adapting, although the war complicates full implementation. Major challenges remain:
funding, staff shortages, response speed, and coordination. To overcome these, the study
proposes recommendations: strengthening physical protection through fortifications and anti-
drone systems; developing cyber defense with an Al focus; decentralization via investment
in distributed systems; enhanced cooperation with NATO, the EU, and the USA; and creating
specialist training programs. For future research, promising directions include experimental
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testing of innovative technologies such as quantum computing for cyber defense and autonomous
restoration systems, with assessment of the economic feasibility and effectiveness under hybrid
threat conditions.
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Innowacyjne technologie ochrony obiektéw energetycznych
infrastruktury krytycznej przed dziataniami wojennymi

Streszczenie

Celem niniejszego badania byta kompleksowa analiza technologii ochrony obiektow energetycznych
infrastruktury krytycznej w Ukrainie w warunkach wojennych. Metodologia badan taczyta jakosciowe
i iloSciowe metody gromadzenia i analizy danych, w tym analiz¢ porownawcza, badanie praktycznych
doswiadczen Ukrainy oraz standardy migdzynarodowe, aby zapewni¢ kompleksowe zrozumienie ochrony
obiektow energetycznych infrastruktury krytycznej. W wyniku badania zauwazono, ze w 2021 r. infrastruk-
tura energetyczna Ukrainy miata moc 53,3 GW i wyprodukowata 158,4 mld kWh, ale po inwazji rosyjskiej
w 2022 r. stracita dwie trzecie swojej mocy — do potowy 2024 r. wyniosta ona facznie ~15,4 GW z powodu
zajecia Zaporoskiej Elektrowni Jadrowej i zniszczenia kluczowych obiektow. Ustalono, ze nowoczesne
technologie i $rodki ochrony obiektow energetycznych odegraly wazna rolg w zapewnieniu odpornosci
systemu energetycznego na zagrozenia fizyczne i cybernetyczne, zwtaszcza w konteks$cie wojny hybrydo-
wej. Zauwazono rowniez, ze cyberbezpieczenstwo, wzmocnione systemami monitoringu zintegrowanymi
ze sztuczng inteligencja, a takze technologiami ochrony danych i segmentacji sieci, znaczaco poprawito
bezpieczenstwo cyfrowych systemow sterowania, zapewniajac odporno$¢ na wyrafinowane cyberataki.
Nowoczesne technologie, a w szczegolnosci druk 3D, umozliwity szybka produkcj¢ czgéci zamiennych do
sprzetu, a kompaktowe i tatwe w transporcie transformatory modutowe zapewnity szybkie przywracanie
dostaw energii. Wyniki badania mogg zosta¢ wykorzystane do opracowania i wdrozenia kompleksowych
systemow ochrony obiektow energetycznych na ukrainskich obszarach przyfrontowych, przy uwzglednie-
niu realnych warunkéw prowadzenia dziatan wojennych i ograniczonych zasobdw.

SLOWA KLUCZOWE: zagrozenia hybrydowe, bezzalogowe statki powietrzne, szybkie odzyskiwanie,
standardy mi¢dzynarodowe, cyberataki, bariery fizyczne
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